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Summary of the final policy 
requirements

In general, the regulators have implemented 
the proposals previously consulted on with 
no material changes. Amendments reflect 
feedback from the industry and provide more 
clarity on some of the proposals, including 
minor changes to definitions that bring the 
FCA and PRA requirements into greater 
alignment.

Our summary outlines the key regulatory 
requirements included in the final policy 
statements.

Important Business Services 
(IBS) 

• An IBS is a service provided by a firm, or 
by another person on behalf of the firm, to 
its clients which, if disrupted, could: 
 - cause intolerable levels of harm to 

clients; or 
 - pose a risk to the soundness, stability 

or resilience of the UK financial system 
or orderly operation of financial 
markets; or

 - pose a risk to the firm’s safety and 
soundness; or

 - (for Solvency II firms) pose a risk to 
an appropriate degree of protection 
for those who are or may become the 
firm’s policy holders

• Internal processes (e.g. HR, payroll, etc.) 
should not be IBSs; they support other 
IBSs, and should be captured as part of 

Overview

On 29th March 2021, the PRA and FCA released their policy statements on Operational 
Resilience1. Firms have 12 months to implement the requirements before they come into force 
on 31 March 2022. This will be followed by a transitional period of up to 3 years to allow firms to 
remediate any vulnerabilities and demonstrate they are fully resilient.

Timeline
29th March 2021 31st March 2022 31st March 2025

Final policy 
statements published

Final rules come 
into force Transitional period 

ends - firms to be fully
compliant and operate

within impact
tolerances 

3 year transitional period
1 year 

implementation
period

Important Business
Services Impact Tolerances Scenario Testing Governance

•  Identify important 
    business services
•  Mapping - process, 
    people, technology,
    suppliers, facilities &
    information

•  Set impact tolerances
•  Operate within impact 
    tolerances

•  Regular testing using
    ‘severe, but plausible’
    scenarios

•  Strategy for complying
    with the regulatory 
    requirements 
•  SMF24 to be 
    accountable for 
    operational resilience
•  Board to approve
    important business 
    services & impact 
    tolerances 
•  Self assessment 
    summarising 
    vulnerabilities and 
    scenario testing

Which components need to be delivered as part of the regulation?

1. Bank of England Joint covering document ‘Operational resilience: Impact tolerances for important business services’ (bankofengland.co.uk); 
PRA policy statement: PS6/21 ‘Operational resilience: Impact tolerances for important business services’ (bankofengland.co.uk); FCA policy 
statement: PS21/3: Building operational resilience: Feedback to CP19/32 and final rules (fca.org.uk).

https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/publication/2021/building-operational-resilience-impact-tolerances-for-important-business-services.pdf?la=en&hash=D6335BA4712B414730C697DC8BEB353F3EE5A628
https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/policy-statement/2021/march/ps621.pdf?la=en&hash=A15AE3F7E18CA731ACD30B34DF3A5EA487A9FC11
https://www.fca.org.uk/publication/policy/ps21-3-operational-resilience.pdf


mapping, where relevant.
• The regulators expect firms to focus on a 

proportionate number of IBSs.

Impact Tolerances 

• Firms must set impact tolerances for each 
of their IBSs.

• Impact tolerances should be based on a 
single disruption; however, firms should 
assess the impact of other related IBSs 
when setting impact tolerances.

• Dual-regulated firms need to set two 
impact tolerances, one for the FCA and 
one for the PRA. In some cases, these may 
be the same.

• The PRA allows smaller firms to be 
excluded from the requirements to 
consider the impact on financial stability 
when identifying IBSs and setting impact 
tolerances. 

• Impact tolerances should include a time-
based metric (e.g. number of hours / points 
in time) in conjunction with other metrics 
(e.g. volume of transactions).

• Where a firm outsources an IBS, the 
firm retains responsibility for setting and 
remaining within impact tolerances.

• Firms do not need to set separate impact 
tolerances for vulnerable customers. These 
customer groups should be considered 
as part of the initial IBS identification and 
impact tolerance setting exercise.

Mapping

• Firms must document the people, 
processes, technology and information 
necessary to deliver IBSs. Mapping should 
enable firms to identify vulnerabilities in 
the delivery of IBSs to help them to remain 
within impact tolerances.

• Firms should review and update their list 
of IBSs and mapping at least annually or 
following material changes.

• Approval of the mapping approach 
remains with the Board and should not be 
delegated.

• Firms are responsible for accurately 
mapping any relationship outsourced to 
a third party and must be able to satisfy 
themselves of that third party’s resilience.

Scenario Testing

• Firms must regularly test each IBS for the 
ability to remain within impact tolerances in 
the event of ‘severe but plausible’ disruption 
scenarios.

• Testing does not necessarily need to be 
done annually, but more regular testing 
should be considered where there has been 
a material change to the firm’s business or 
following improvements made in response 
to a previous test.

• The regulators expect firms to prioritise 
scenarios to ensure testing is not unduly 
burdensome.

• Similar to the requirements on mapping, 
firms should work with third parties when 
testing the resilience of their end-to-end 
services. 

Governance 

• Senior management must have a clear 
strategy outlining how they will comply 
with the regulatory requirements within 
the timelines. 

• The operational resilience strategy, list of 
IBSs, impact tolerances and regulatory 
self-assessment should be approved by 
the Board.

• The SMF24 is to be retained as the single 
individual accountable for operational 
resilience.

• The first regulatory self-assessment will 
need to be delivered by 31 March 2022. 
It does not need to follow a prescribed 
format, but will need to include:
 - Details on the firm’s approach to 

mapping, impact tolerances and 
scenario testing;

 - A summary of IBS vulnerabilities, as 
well as the plans to address them; and

 - Scenario testing performed and 
test findings, including any lessons 
learned. 

Transitional Arrangements 

• During the implementation period (29 
March 2021 to 31 March 2022), firms 
should complete mapping and scenario 
testing to a level of sophistication 
necessary to identify their IBSs, set impact 
tolerances and identify vulnerabilities in 
their operational resilience.

• Firms will not need to have performed 
scenario testing for every IBS by 31 March 
2022. The regulators expect the maturity 
of mapping and testing to improve over 
time.

• Firms will need to remain consistently 
within impact tolerances by 31 March 
2025. 
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How can BCS help?

BCS Consulting has a broad range of experience of helping FS institutions to design and implement operational 
resilience frameworks. We have resilience professionals with deep subject-matter expertise available to support 
you with the successful mobilisation and delivery of your programmes.  

We can help you with the following key areas:

1. Operational Resilience Framework: Establish your Operational Resilience strategy and define a 
framework with supporting policies and procedures.

2. Important Business Services: Identify your IBSs and map the systems, processes and people that 
underpin them.

3. Impact Tolerances: Identify the level of disruption that can be tolerated across your IBSs.

4. Scenario Testing: Define and deliver effective scenario exercises to help you assess your ability to 
respond to and recover from severe but plausible disruptions within impact tolerances. 

5. Governance & Self-Assessment: Establish the governance required to oversee and monitor operational 
resilience, effectively engage senior management and the Board and produce the regulatory self-
assessment.

6. Enhance Resilience: Identify vulnerabilities and deliver plans to enhance end-to-end resilience.

Who should you speak to about it? 
For more information please contact either 

Ben Mason, Director 
Ben.Mason@bcsconsulting.com
 
Eleanor Birt, Principal Consultant
Eleanor.Birt@bcsconsulting.com


