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What is SCA?

Strong Customer Authentication (SCA) aims to 

increase the security of digital banking by increasing 

identity checks at key moments. It looks to achieve 

this firstly by triggering authentication under more 

payment scenarios than before and, secondly, 

requiring a customer to authenticate in a number of 

different ways.

After the compliance date of 14 September 2019 

(mandated in the UK Payment Services Regulation 

2017), each time a customer does one of three 

actions, they must authenticate themselves 

‘strongly’: firstly, accessing an account that can 

make payments online; secondly, making an online 

payment; thirdly, when they use a digital channel 

in a way that generates fraud risk. To authenticate 

themselves ‘strongly’, they must meet two out of 

three authentication ‘tests’. These are: a) evidence 

something only the user knows (such as a password 

or PIN), b) evidence something only the user 

possesses (such as their trusted mobile device or 

a smart token) and c) evidence something unique 

about the user (such as their fingerprint or voice). 

This is called two-factor authentication (2FA) and is 

regarded as best practice for fraud prevention and 

security. 2FA is the norm for well-known technology 

brands (e.g. Google, Facebook etc.), and the 

financial services industry is playing catch up.

As always, the devil lies in the detail - there are many 

permitted exemptions to SCA which the industry 

is rushing to make use of. For example; banks can 

choose to apply the exemptions to their customers 

when they access the same account again within 

90 days; when they make contactless or low value 

payments; if they are paying an existing, trusted 

beneficiary; or where the payment provider has 

advanced risk analysis that translates into fraud 

rates below industry threshold levels. 

These nuances in the interpretation of rules and 

exemptions, combined with different customer 

journeys and technologies, mean that the banking 

industry is finding it difficult to consistently apply 

the rules. Against a backdrop of compliance with 

the other intricacies of PSD2 and other technology 

driven change, it is a challenging ask for financial 

institutions to build customer trust and maintain a 

frictionless journey – all in parallel.

Why it is important to the 
financial services market?

These greater security requirements increase 

customer protection where the industry has not 

always kept up with threats. With the advent 

of PSD2, consumers now have the ability to 

consent to third parties accessing their bank 

accounts to provide account information and 

payment initiation services. Furthermore, the 

rapid expansion of e-commerce and electronic 

payments enabled a proliferation of fraud, social 

engineering and phishing techniques. The result 

is an empowered consumer, but one that requires 

greater protections from potential abuses.

SCA has significant impact across the payments 

and cards industries, as well as for consumers. 

From a merchant and bank perspective, in future 

every party in the journey of a payment will need 

to be technically ready for SCA, otherwise the 

payment could fail. The evolving views of which 

methods constitute knowledge, possession or 

inherence has complicated implementation.  For 

merchants there is also reduced visibility and 

preparedness for the changes and what it means 

for their customers and suppliers. The outcome 

is complicated by the SCA exemptions which 

could lessen the negative impact of SCA, but the 

benefits will only be realised if issuing banks have 

the technical ability to support the exemptions 

(exemptions such as Contactless, Whitelisting, 

Transaction Risk Analysis etc.) From a consumer 

perspective, SCA could take away the increasingly 

frictionless nature of payment journeys: payments 

which would previously have been accepted 

seamlessly may now require a tiresome step. In 

many cases, based on planned implementations 

of SCA, banks or payment providers will seek to 

verify purchases and logins by issuing a one-time 

passcode via SMS, initiating an automated phone 

call, issuing a secure card reader or developing 

secure, user-linked software for smartphones. 

Although the compliance date for SCA was 

set as 14th September 2019, the industry has 

acknowledged the risks associated with adhering 

to this date, because there are fundamental 

questions around consumer, retailer and bank 

readiness. UK Finance has worked with the 

FCA and industry participants to propose a 

managed rollout including a grace period of non-

enforcement for card-based SCA.



What is BCS’s view

SCA is undoubtedly a way to give customers 

more security and confidence in their banking and  

payments. However, the changes required do not 

come without challenges. These challenges have 

the potential to be very disruptive and costly.

The business and technical changes are sizeable 

and must be navigated alongside other industry 

priorities. In the short term, many organisations 

are favouring readily available solutions (such as 

an SMS one-time password) over more strategic 

or innovative options. Of course, one size does not 

fit all and it is important that they are cognisant 

of the needs of vulnerable consumers and those 

with reduced accessibility, whilst also catering for 

the masses. For example, although a seemingly 

sensible solution, SMS OTP has its failings as its 

effectiveness could be affected, and limited, by 

external influences such as poor phone reception 

or poor customer records held at a payment 

provider; in turn, customers could find themselves 

locked out of their banking services. The managed 

roll out plans will drive more strategic solutions in 

2020-2021.

Operational considerations are also a pain-point 

for banks and merchants as many solutions 

will incur additional operational costs. From 

the additional cost of issuing large volumes of 

SMS messages daily, to the increased volume of 

customer service queries, all organisations will 

need to prepare accordingly. Consumer readiness 

is a key area of concern across the industry as 

a widespread information-sharing campaign, 

such as that seen with contactless payments, 

has not yet taken place. Consumer buy-in for 

these changes is essential to ensure the smooth 

implementation of SCA; as it stands, significant 

effort lies ahead. 

Acknowledging these challenges, banks and 

payment providers should see SCA as an 

opportunity. Rather than seeking to comply 

tactically, organisations have the opportunity to 

invest in technology; mixing high tech solutions 

with low tech options for inclusion; and partnering 

with other firms and merchants to supplement 

their offerings. Strategic and innovative 

technology transformation could turn SCA into 

a differentiating factor within the market. That 

said, customer and merchant impact must not be 

underestimated in the success of delivering SCA. 

Delivery of solutions will take up much time, effort 

and incur costs across the payments supply chain 

and careful consideration is needed to ensure 

minimal disruption to customer journeys. 

In summary, it is clear that financial institutions 

need to act quickly, be strategic and inclusive 

in preparing for SCA. Through our digital 

transformation experience and payments 

credentials, we are well placed to advise and 

support organisations who are implementing this 

key change in the financial services industry. 

Who should you speak 
to about it? 
To find out more about how we can help  

your Payments function please contact:  

Lorna Croot, Principal Consultant, at  

Lorna.Croot@bcsconsulting.com or Abdulla 

Mashaal, Managing Consultant, at  

Abdulla.Mashaal@bcsconsulting.com 
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