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In response to corporate scandals such 
as Enron, the Sarbanes Oxley Act 2002 
(SOX) was enacted. Since the introduction 
of SOX and the financial crisis in 2007, 
regulators have sought to ensure that banks 
are operating safely on both an individual 
and systemic basis. Senior executives are 
becoming increasingly aware that improving 
and demonstrating control of non-financial 
risk has a direct and substantial impact on 
their bottom line. This ranges from reducing 
running costs, losses, regulatory penalties 
and capital requirements to enabling them to 
accurately evaluate risks and opportunities to 
manage them within appetite.

This is a complicated challenge because non-
financial risk permeates every banking activity, 
making it difficult to apply the same quantitative 
approaches and techniques that are used 
to manage financial risk. In response to this, 
regulators are placing even greater importance 
on the use of control frameworks to mitigate 
non-financial risk.

To date, the implementation of control 
frameworks has been an expensive endeavour 
that has transpired more by regulatory 
necessity rather than by design and has 
resulted in a multitude of inconsistent control 
frameworks that are neither aligned nor 
efficient. Despite this investment, financial 
institutions are still unable to present a coherent 
account of their control environment and 
regulators can justifiably claim that they are too 
complex and too big to operate safely.

However, this presents a significant opportunity 
to those organisations that recognise and 
respond to these challenges as they can develop 
a substantial and lasting competitive advantage 
over their peers. Organisations can, for the 
first time, converge existing control structures 
into a single cohesive non-financial risk control 
framework that can be calibrated with traditional 
financial risk management to create an 
Enterprise-wide control framework. 
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Introduction Why controlling non-financial risk 
isn’t straightforward

Over the past fifteen years, the financial services 
industry has endured multiple crises and a slew 
of scandals including rogue-trading events, 
cybersecurity breaches and class action lawsuits. 
The financial services’ regulatory landscape 
has reacted with the introduction of SOX, 
Dodd-Frank (incl. Volcker Rule), Basel II/III and 
Solvency II to name but a few, and as a result 
banks should have greater appreciation of the 
non-financial risk they are exposed to.

Comparatively, financial risk can be tailored and 
factored into each transaction whilst commercial 
value is managed by business units in isolation 
from the rest of the bank, mostly through 
short-term risk management. It is no surprise 
that non-financial risk has initially sought to 
mimic traditional financial risk management 
approaches (e.g. risk models, value at risk, 
expected shortfall, simulations, valuations, 
hedging and insurance strategies, external/
internal credit ratings). However, the problem 
with this is that non-financial risk permeates 
all banking activities, meaning that an intricate 
maze of interconnected processes, controls, 
systems and MI would need to be understood 
in order for more sophisticated models to be 
worthwhile. Not only would the vast array of 
idiosyncratic non-financial risk data need to be 
made available, but it would also have to be of 
sufficient quality, completeness and integrity for 
it to be of use. Assuming these conditions are 
met, it would then need to be reliably compared 
and prioritised through proven analytical 
techniques before any meaningful conclusions 
can be made.

The regulator’s proposed introduction of the 
Standardised Measurement Approach (SMA) 
shows a striking lack of confidence in the 
ability of banks to accurately understand and 
reflect their control environments. It prefers 
instead to concentrate on historical losses and 
therefore forces a bank to hold capital in 
respect of legacy exposures which may no 
longer be relevant.

As a consequence, capital requirements would 
remain high and potentially overstated until 
the Basel Committee on Banking Supervision 
are convinced that banks can truly adopt a 
more sophisticated and responsive model. 
Losses will raise a bank’s capital requirements 
for a prolonged period after they have been 
incurred, which means that they are far more 
costly to banks than their initial dollar charge 
would imply. It is therefore important that 
all non-financial risks (including new and 
emerging) across an organisation are controlled 
effectively so that losses are prevented from 
occurring in the first place.

Clearly these are hugely challenging problems 
to overcome and it is fair to say that quantitative 
analytics for non-financial risk is in its relative 
infancy. We believe it is more valuable to focus 
on improving the control framework for non-
financial risk, rather than spending time creating 
complex models to make up for a lack of quality 
data. This will ensure that there is adequate 
focus on preventing non-financial risk losses 
that must input to the capital models today, 
while also enriching and enhancing the dataset 
to enable more sophisticated risk management 
approaches in the future.

Having a full understanding 
of the control environment 
will help banks increase 
revenue and reduce costs

Control should add value…
not cost
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Even with millions of controls executed by banks 
every day, it is unrealistic to be able to fully 
avoid or transfer every type of non-financial 
risk that exists. However, firms should be aiming 
to reduce the most material risks as much as 
possible and be in a position to accept those 
risks in line with appetite. Banks must manage 
their control environments by embedding a 
framework that provides a common language, 
set of design principles, methodologies 
and components that help to enable the 
people who manage the controls to take full 
accountability. An effective control framework 
will help to achieve:

• Consistency

• Improved standards with reduced errors

• Optimisation and efficiency

• Clear and transparent accountability

• Focus in the right areas

• Alignment and compliance with policies

Such a framework enables a bank to evidence 
that it is in control of its complexity.  Not only 
will it reduce financial costs and help to manage 
the firm within appetite, it will also serve to 
present a compelling case to regulators to allow 
a more sensitive and less punishing capital 
model in the future.

Currently, it is all too common for control 
frameworks to be seen as an overhead and 
something that is forced on the business. It 
is viewed as overloading the front line with 
seemingly endless and manually intensive control 
assessments, assurance reviews, scenarios, stress 
tests and audits. Each control appears to have 
different priorities and expectations that deliver 
results which are difficult to compare, aggregate 
and act upon meaningfully. Unfortunately, it 
is proving extremely difficult for the financial 
services industry to fight this perception and 
elevate the standing of control frameworks.

Many banks now have a multitude of competing 
and overlapping control requirements and 
standards, defined by individual senior 
managers as a reaction to losses, audit findings 
and regulatory expectations. Whilst this is 
beginning to show an important advancement 
in personal accountability and consequential 
responsibility, it is hugely inefficient to develop 
multiple siloed control frameworks at different 
levels of the organisation with bespoke 
methodologies, platforms and definitions. 
However, what is of graver concern is that it 
also increases exposure to non-financial risk as 
confusion reigns, transparency diminishes, the 
holistic control environment becomes uneven 
and disjointed, and critical issues are missed. 

An effective control framework should 
simultaneously improve the control 
environment and reduce costs
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These problems are real and at their worst 
can compromise the entire value of a financial 
services business. A confusing web of control 
frameworks within non-financial and financial 
risk does not evidence that a bank is in control. 
In fact, it proves the opposite. Instead, financial 
services firms must look to consolidate their 
existing control frameworks and incorporate them 
into a single Enterprise-wide control framework 
that protects against both non-financial and 
financial risk, which is integral to the business, 
and provides an accurate representation of the 
organisation’s control environment. A successful 
Enterprise-wide control framework should drive 
consistency where possible, explain divergences 
to accommodate different risk requirements 
and entity structures, and crucially, must have 
executive sponsorship with senior individuals 
empowered to act across organisational silos.

Recently, we have seen more of our clients 
introducing the role of Chief Control Officer 
(CCO). This is a step in the right direction and 
places accountability with senior management 
for setting up Chief Control Offices that are 
dedicated to improving the effectiveness of 
the respective business or function’s controls in 
order to drive greater consistency. Nonetheless, 
the position of CCO is being defined and 
evolving differently in each organisation. 
We believe that the CCOs must have explicit 
objectives and accountabilities to support the 
creation of a single Enterprise-wide control 
framework. It would be a missed opportunity 
if the CCOs do not support and drive the 
top-down agenda. Ultimately, the goal should 
be for CCOs to be as involved as Chief Risk 
Officers (CROs) and heads of business in the 
commercial strategy of the organisation.

A confusing web of control 
frameworks within non-
financial and financial risk 
does not evidence that a 
bank is in control. In fact, it 
proves the opposite.
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The overarching principles for creating control 
frameworks have been evolving across the 
industry for a number of decades. The COSO 
Internal Control – Integrated Framework is 
widely accepted as the industry standard; 
however, it does not provide the practical 
guidance necessary to design and implement 
an effective control framework. To add to the 
confusion there are plenty of other standards, 
specific control requirements and objectives 
to consider, such as PCAOB, SOX, Dodd Frank 
and COBIT. In the absence of clear consensus 
and direction, financial services firms have 
typically responded to the various demands 
on an individual basis, which has caused a 
proliferation of control frameworks that are 
extremely impractical.

On an individual basis, the majority of current 
control frameworks are able to present strong 
and robust reasons for existing. It would be 
difficult to dispute the benefit of creating a 
framework for a unique regulation in an individual 
market if it fully satisfies the needs of the 
regulation. However, when all of the control 
frameworks across a bank’s businesses and 
functions are viewed collectively, they appear 
confusing, duplicative and unbalanced. This is 
largely because each control framework will have 
different answers to the following questions:

Each question can have a number of sensible 
and logical answers when considered in 
isolation. However, from an Enterprise-wide 
perspective, it is easy to see that different 
answers to any of these questions can lead to 
wildly divergent approaches and outcomes. 
This creates confusion and undermines the 
bank’s ability to present an intelligible control 
environment to senior management, audit and 
the regulators. In reality, most banks would 
not know the full extent of control frameworks 
that are in operation across every business, 
function and market, let alone know how they 
would answer each of these questions.

The solution is for an organisation’s 
Enterprise-wide control framework to define 
its position across each of these dimensions. 
It should understand where and why there are 
justified divergences so that any irregularities 
can be explained and communicated 
clearly to the relevant internal and external 
stakeholders. At a minimum, the Enterprise-
wide control framework should clarify scope, 
definitions and methodologies to deliver the 
desired outcomes. 

We believe there are certain critical 
components that are required based on our 
experience of delivering control frameworks 
with our clients.

Designing an Enterprise-wide  
Control Framework

BCS Enterprise-wide Control Framework

Control Framework Alignment Questions

1.  How do you define, assess and  
prioritise materiality?

2.  What do you consider to be reasonable 
assurance / independence?

3.  What methodologies do you use, how 
do you capture information and where 
is it recorded?

4.  What entity / organisational structure 
does the framework align to?

5.  How do you ensure that the framework 
is complete and accurate?

1. Consistent evaluation of materiality

2.  Common standard for reasonable 
assurance (not absolute assurance) with 
set degrees of independence

3.  A single version of the truth

4.  Configurable to different entity / 
organisational structures

5.  Boundaries and responsibilities are 
scoped clearly so that individuals are 
held to account

FRAMEWORK QUESTIONS DESIRED OUTCOMES

A strong internal control framework 
is made up of the following core 
components:

RISK ASSESSMENT – a consistent approach 
for defining, identifying and assessing risks, 
taking into account internal and external 
losses, and the control environment

CONTROL OBJECTIVES – aligning with 
organisational objectives, risks & regulations 
and policies & standards

CONTROL LIBRARY – an Enterprise-wide 
library, taxonomy and data model to support a 
consistent definition of control characteristics 
and data attributes

CONTROL ACTIVITY – configuring, assessing 
and remediating controls where issues  
are identified

MONITORING, TESTING & ASSURANCE –  
a consistent approach for monitoring 
emerging risks and control effectiveness using 
defined thresholds, testing, key indicators and 
assurance methodologies

The following elements underpin effective 
control frameworks:

ROLES & RESPONSIBILITIES – provide clarity 
over the roles and responsibilities in relation to 
all control-related activities

POLICIES, PROCESSES & PROCEDURES – 
provide the structure within which risks and 
controls can be identified, defined  
and managed

SYSTEMS & TOOLS – facilitate the 
identification, assessment, monitoring and 
reporting of controls, increasing automation 
and improving efficiency

INDUSTRY FRAMEWORKS – used to inform 
the design of control frameworks to align with 
industry best practice

GOVERNANCE – provide leadership, oversight 
and accountability across the organisation’s 
control environment

ROLES & RESPONSIBILITIES                                                                                                                                         
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Four Stages of delivering  
an Enterprise-wide  
Control Framework

In order to build support across the 
organisation, it is vital that there is a clear 
vision that describes how the Enterprise-
wide control framework will evolve and 
deliver value to the bank. The overarching 
goal should be for issues in the control 
environment to be identified and remediated 
as quickly as possible before a material event 
occurs. Therefore banks should aim for issues 
and problems to be captured by its first line 
of defence rather than its second or third line 
of defence. 

Consequently, this must form an essential part 
of a firm’s business model and commercial 
decision-making in the first line, just like 
financial risk management does today.  
The speed at which a bank can achieve this 
will depend on its stage of maturity and 
whether it has established, embedded and 
streamlined its framework sufficiently to 
justify organisational change and process 
re-engineering. As the quality of control is 
enhanced, the opportunity to reduce costs 
becomes more pronounced.

STREAMLINE THE CONTROL FRAMEWORK BY 
REDUCING THE LAYERS OF MONITORING, TESTING  
& ASSURANCE

With the core components of the control 
framework embedded to a high standard, 
focus would shift towards instilling a more 
efficient model of reliance between monitoring, 
testing and assurance. The methods, degrees 
of independence, data and results would 
be robust enough to be trusted and reused 
across the three lines of defence. In particular, 
this would mark an increased reliance on the 
first line of defence to capture issues more 
dynamically and immediately.

Day-to-day monitoring by the first line would 
extend to include requirements relating to a 
control’s ongoing governance, quality assurance, 
supervision/approvals, reporting and MI 
including key indicators (KIs). Once proven, 
operational testing could use the outputs of 
control monitoring to allow more time to be 
spent testing the design of the control rather 
than its operation.

As monitoring matures and controls become 
more effective, both testing and assurance 
would be conducted on an exception which 
would primarily be event-driven and dynamic 
rather than adhering to rigid plans. 

RE-ORGANISE & RE-ENGINEER BUSINESS 
STRUCTURES AND PROCESSES

At this stage, the tangible benefits of the 
Enterprise-wide control framework would 
be well understood by business heads as the 
effectiveness of its controls will have improved. 
Operational costs will have reduced due to 
more streamlined monitoring, testing and 
assurance practices that are better coordinated. 
And losses will have diminished which would 
have the effect of reducing capital requirements 
in the longer-term.
Businesses would be able to focus on their 
most critical and least effective controls, with a 
full understanding of the impact they can have 
if they fail. As a result, there would be greater 
rationalisation, consolidation and automation 
of business processes and control activities to 
address control weaknesses that are proven to 
directly impact the bottom line.
Finally, organisational models would need to 
adapt to the changing environment creating 
an opportunity to deliver centralised and co-
located capabilities and services that maximise 
the economies of scale from having shared 
expertise, infrastructure and management.
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ESTABLISH THE ENTERPRISE-WIDE  
CONTROL FRAMEWORK

This entails defining a single suite of policies, 
standards and guidelines that describe the core 
components of the control framework, such as 
the control requirements, objectives, library, and 
management approach (including identification, 
assessment, monitoring, testing and assurance).

The framework should define the attributes of 
each component and provide guidance as to 
how to complete fields in the relevant systems, 
tools and templates. The launch of an enterprise-
wide control framework will drive consistency 
and understanding as well as clarifying scope 
and ownership, thereby instilling greater 
accountability, enriching data quality, improving 
outcomes and reducing duplication.

EMBED THE CONTROL FRAMEWORK & ADDRESS 
GAPS AND IMPLEMENTATION WEAKNESSES

With a group standard having been set, gaps 
and areas of weakness can now be identified 
for further enhancement to meet framework 
requirements. It could be that multiple control 
libraries need to be consolidated into one to 
safeguard consistency, or additional training 
may be required to successfully embed new 
methodologies, roles and responsibilities. 

Successful embedding of the framework 
will require both quantitative and qualitative 
analysis to be conducted, and this would 
need to be maintained and reported on an 
ongoing basis in order to monitor progress 
and identify areas in need of focus.

The four stages for delivering an Enterprise-wide Control Framework

PRIOR TO 
FINANCIAL  

CRISIS

1
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The complex web of confusing non-financial 
risk control frameworks that exist today do 
not enable banks to evidence that they are in 
control of their risks despite the billions  
of pounds that have been invested. As a 
result, financial service institutions face 
ongoing losses, spiralling operational costs, 
regulatory penalties and the threat of 
increasing capital requirements.

Due to the pervasive nature of non-financial 
risk, banks are a considerable distance 
away from applying the same quantitative 
approaches and techniques that are widely 
accepted for managing financial risk. Instead, 
they are judged primarily by demonstrating 
their effectiveness at preventing and avoiding 
material losses.

Faced with such significant challenges, 
banks must not continue spending time and 
money on bespoke control frameworks or 
sophisticated capital models. Instead, they 
must seek to create an Enterprise-wide control 
framework that sets a minimum standard of 
control across the organisation and ensures 
individual accountability. The newly created 
role of the Chief Control Officer should be 
actively involved in commercial strategy 
so that the true cost of business is fully 
appreciated and accounted for. 

In fact, just agreeing a singular vision would be 
a hugely valuable and cost efficient method 
of evidencing that the bank understands its 
own complexity and is serious about delivering 
an effective framework for controlling non-
financial risk. Such a vision should demonstrate 
how setting a minimum standard for control 
and increasing individual accountability can 
reduce complexity and increase effective 
control; delivering tangible value for its 
customers and shareholders. Those that don’t 
act now may well look back on this as a very 
expensive missed opportunity.

Conclusion
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