
Blockchain in 
Finance: Without 
better governance, 
it’s not going 
anywhere

©Business Control Solutions plc 2019



Blockchain in Finance: Without better governance, it’s not going anywhere

=

2

Introduction 

In recent years, distributed ledger 
(‘blockchain’) technology has  
shifted from being a niche concept  
in computer science, to a mainstream 
topic in financial services innovation. 

Born as the underlying technology  
for crypto-currencies such as Bitcoin, 
blockchain has since gained widespread 
interest in its wider applications. The 
financial services industry, in particular, 
is now at the forefront of investment  
in adapting blockchain for general 
business use. 

What is blockchain?
A mechanism for sharing data across a 
network, using cryptography (see below)  
to ensure all parties can trust its accuracy 
and integrity – even as the data evolves, 
with different parties adding new records 
over time. The terms ‘distributed ledger’ and 
‘blockchain’ are now used interchangeably, 
although blockchain specifically refers to  
the most common type of distributed ledger, 
in which data is packaged into blocks of  
fixed size, each cryptographically linked 
(‘chained’) to the last.
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Cryptography: The foundations of blockchain

Blockchain has only been possible due  
to developments in cryptography, the branch 
of mathematics which enables the following 
key features:

• Encryption: Encoding data to be only 
readable by parties with knowledge of  
the secret decryption ‘key’.

• Hashing: Deriving a fixed ‘hash’ value  
from any data, used to test whether two 
items of data are identical.

• Signing: Deriving a value from an item  
of data and a ‘private’ key value, proving 
that the data was accepted by the  
holder of the corresponding ‘public’ key.

Cryptographic functions work with absolute 
precision – if two sets of data differ by even  
a single byte, this is immediately revealed via 
cryptographic checks. In turn, this provides 
the basis for trusting a blockchain as an 
automated alternative to out-of-process 
checks and reconciliations, unlocking its  
efficiency benefits. 

Ultimately, however, these functions are 
implemented in software. In delegating the 
validation of records to a blockchain, users 
implicitly trust that the code which does so 
will perform correctly, and in a manner which 
reflects their interests. Technical governance 
to ensure this is therefore a vital part of any 
blockchain proposition.
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Why blockchain?

The reasons for such investment are clear, with the potential 
benefits of blockchain for financial services argued by many. 
Blockchain allows for highly automated, transparent transaction 
processes, leveraging data which is cryptographically guaranteed 
to reconcile with counterparties. For a financial industry facing 
continued pressure to reduce operating costs and protect 
margins, this prospect makes blockchain a compelling proposition 
in numerous business areas including cross-border payments, 
trade finance, insurance contract management, syndicated 
lending, and beyond. 

More broadly, interest in blockchain can be seen in the context  
of digital transformation emerging as a major driver for the 
industry. With financial firms increasingly seeing technology as  
a route to competitive advantage, blockchain finds itself alongside 
mobile and open banking, cloud adoption, machine learning and 
the Internet of Things (IoT) as a major area to be explored.

What have we learned? 

BCS Consulting has engaged with industry 
leaders in bringing blockchain applications to 
market: FinTech startups, established software 
and service vendors, and bank innovation teams. 
We’ve also gained first-hand implementation 
experience through prototyping a blockchain 
version of our popular sub-custodian invoice 
management solution, BCS arc.

Our impression is one of material progress: 
continuing investment has driven development  
of a number of sophisticated blockchain 
platforms which offer all the technical features 
required to support credible enterprise grade 
solutions. These, in turn, are giving rise to a 
diverse ecosystem of blockchain applications 
which showcase truly innovative uses of  
the technology.

Despite this, we are forced to conclude that  
the majority of current blockchain projects  
in financial services are ultimately headed 
toward failure. 

We are not the only ones with a pessimistic 
outlook for the technology, despite its huge 
promise. Naysayers of blockchain in finance  
often point to technical challenges, particularly 
around performance, scalability, and security. 
However, these are being steadily addressed  
as the ‘state-of-the-art’ in blockchain  
continues to move forward. By contrast,  
we believe the key challenge is, in fact,  
non-technical in nature: governance.

Here, we discuss:
• why governance plays a central role in  

the blockchain value proposition for  
financial services

• challenges facing both central and collective 
governance of blockchain solutions

• requirements for an effective governance 
framework

• the need for firms to actively engage with 
governance issues when seeking to adopt 
blockchain technology.
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Digital identity: Is my counterparty who they say they are?

The concept of digital signing enabled by  
public-key cryptography (see page 2) is 
fundamental to current notions of digital 
identity, for a broad range of applications 
which go beyond both blockchain  
and finance.

Under this approach, a party will create a pair 
of cryptographically-linked keys: a ‘public’ key 
which acts as their token of identity in the 
network, and a corresponding ‘private’ key 
which, via signing, enables the party to prove 
they are the legitimate owner of that identity. 

In anonymous blockchain networks (e.g. 
Bitcoin), this is sufficient; however, there is 
potential to create significant business value 
by linking a user’s public key to more 

common business identifiers: a name, Legal 
Entity Identifier (LEI), country of origin etc. 
These links must in turn be validated (signed) 
by authorities such as government or 
commercial agencies, who must also be 
trusted – this results in a potentially complex 
web or hierarchy of trust underpinning  
an identity. 

Numerous FinTech propositions are exploring 
this area with a view to developing next-
generation Know Your Customer (KYC) 
solutions. At present, however, no 
authoritative standard for digital identity 
exists – and the challenges associated with 
developing one on a global scale means this 
area may continue to be fluid for some time 
to come.
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Identity may shape how individuals 
interact with a broad range of 
digital services, with blockchain  
as both a consumer and enabler 
of identity services.
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Governance is multi-faceted

Governance interests may be logically segmented across three domains, as shown below:

Governance = trust = blockchain value 

Blockchains and other distributed ledgers are 
systems for aligning data across independent 
parties – data which may, in many use cases, 
determine the legal ownership of financial assets. 
The value of such systems is dependent on their 
being trusted by all parties as the authoritative 
source of truth. Without such trust, business 
processes need to include additional 
reconciliations and controls, undermining the 
efficiency rationale for blockchain vs. 
conventional transaction systems. 

Trust in a blockchain is based on its distributed 
consensus mechanism, by which multiple 
participants check the validity of new records 
before they are accepted on to the ledger. In 
trusting this mechanism, participants must also 
implicitly trust:

• those playing operational roles in the  
consensus mechanism

• the code implementing the consensus 
mechanism, and those maintaining it.

For example, if a blockchain is trusted to record 
final settlement of cash payments, and thereby 
ownership of cash assets, it must ensure that (a) 
an asset can have only one owner at any time, 
and (b) that only the current owner of an asset 
is able to spend it. A bank guaranteeing those 
assets needs assurance over the code enforcing 
those rules. Likewise, payments users need to 
trust that the bank will honour its obligations on 
the blockchain in the same way as conventional 
cash holdings. Formal governance over the 
system, including participating banks, is needed 
to achieve this. 

More broadly, we can assert that the value 
proposition for any blockchain application 
depends on establishing effective governance 
over all parties with a technical or operational 
role, ensuring they act in the interests of  
the network. 
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Governance domain Objective Method(s)

Data governance Maintain trust in the distributed 
ledger as a common source of  
truth for all parties.

Automated consensus –  
cross-check and resolve conflicts 
between recorded transactions.

Operational governance Ensure suitable parties  
are empowered to enforce  
data governance.

Recognition of parties in specific  
roles (miners, nodes, notaries etc.).
Allocation and revocation of roles.

Technical governance Ensure blockchain software enables 
and enforces business governance.

Formalised processes to review  
and assert integrity of code.

Of these, the data governance question is generally well answered by blockchains via their 
distributed consensus mechanisms. By contrast, governance of blockchain solutions in the technical 
and operational domains is far less mature. Currently proposed options are divided between fully 
centralised vs. ungoverned (‘permissionless’) approaches, neither appearing an ideal fit for financial 
services use cases.

Smart contracts: taking blockchain to the next level

Developers of blockchain solutions have 
extended the concept from sharing and 
validating records between parties in a 
network, to support the embedding or linking 
of machine-executable code. Such code can 
define workflow processes and validation 
logic for modelling objects which evolve over 
time – foremost being financial agreements 
(hence ‘smart contracts’). 
 
Smart contracts can multiply the efficiency 
benefits of blockchain by ensuring all parties 
remain aligned as an instrument progresses 
through a complex business process. An 
interest rate swap, for example, can be 
modelled in a way such that fixing dates  

and cashflow calculations are defined in  
code at the outset and agreed by both 
parties, negating the need for cross-party 
reconciliations throughout the lifecycle of  
the contract. 

Accordingly, however, smart contracts  
underline the importance of effective 
governance. Real-world contracts are 
underpinned by the legal framework, with 
complex processes in place to resolve  
disputes. In order to add significant value,  
smart contract implementations must give 
parties confidence that their interests will  
be similarly protected when code is trusted  
to deliver the outcome. 
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Challenges of centralised  
governance in blockchains

We have seen a common trend in software 
vendors – both startups and established firms – 
looking to offer ready-made blockchain solutions 
to their customers. As designers of the code, 
such vendors automatically own all technical 
governance of the platform; however, it is also 
common for vendors to retain operational control 
through the provision of key services (network 
permissioning, consensus etc.) to their customers. 

We have also seen exploratory blockchain 
projects in which participating firms establish a 
joint company in order to share both costs and 
intellectual property. These tend towards a similar 
outcome, with investing firms giving the new 
venture significant autonomy to pursue its own 
objectives, largely linked to commercial gain. In 
a similar way to existing vendors, such ventures 
then take on both technical and operational 
governance over the platform they seek to build.

Blockchains governed in this way pose significant 
risks to would-be participants:

• Vendor lock-in: Once a firm and its transacting 
partners adopt a given blockchain solution, 
re-platforming can become technically or 
operationally impossible. The provider then 
enjoys a monopolistic position with little 
accountability to its participants.

• Credit risk: If the blockchain is used as the 
system of record for financial assets, any risk 
to the continuing operation of the platform 
controller equates to a risk on the validity of 
those assets – an effective source of credit risk 
for participants.

• Bias: In the absence of auditable, contractual 
obligations to the contrary, a controller may 
be able to advantage one participant to the 
network at the expense of another, posing 
additional financial risks. 

Challenges of  
collectively-governed blockchains

Public blockchains such as Ethereum showcase 
ongoing attempts to develop equivalent 
forms of governance which are not rooted in 
a single controlling authority. Emerging mainly 
from open-source software development 
communities, they tend to focus exclusively 
on the technical domain, and rely heavily on 
elective participation by interested individuals. 
Operational governance questions tend to be 
avoided entirely through a technical approach 
which similarly allows open elective participation 
in the blockchain’s consensus mechanism.

Whilst enjoying relative transparency, such 
governance models suffer from lack of 
accountability: participants generally have no 
recourse to a higher authority (e.g. via the legal 
system) for negative outcomes arising from use 
of a blockchain – examples including financial 
crime. The limitations have been illustrated 
by crises within the Ethereum community in 
particular, where assets of significant value 
have been ‘stolen’ through exploitation of 
vulnerabilities of applications deployed on  
the blockchain. 

There are also questions over incentives. 
Public blockchains generally provide reward 
mechanisms for participation (‘mining’ etc.) 
which drive certain stakeholders to vote in their 
perceived economic self-interest. Major crises 
have prompted ‘hard forks’ in many popular 
public blockchains (for example in relation to the 
DAO hack), splitting communities and creating 
ambiguity over the authoritative state of record  
– the exact outcome that business applications  
of blockchain seek to avoid. 
It is difficult to reconcile such attributes  
with expectations for mainstream financial 
services. Accordingly, we discount pure public 
blockchains – to date, the most decentralised  
in their governance - as credible foundations  
for enterprise financial use. 
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We do not foresee purely IT vendor-led  
initiatives giving rise to the form of  
multi-lateral governance that is needed.  
Financial firms looking to build sustainable 
blockchain capabilities must instead provide 
proactive leadership, engaging with users  
and transacting partners to form communities  
around any blockchain solution. In particular, 
major industry consortia such as R3 and B3i 
appear successful at fostering collaborative 
development of blockchain solutions across 
financial actors. 

Even within such groups, however, it is  
essential for firms to remain actively engaged  
in decision-making, and to drive the governance 
towards a model that will see the interests of  
all participants protected over the long term.  
This, in turn, requires that the significance  
of a firm’s relationship with its blockchain 
partners is recognised internally within the  
firm up to the most senior levels. 
 
For meaningful use cases, representing a firm  
within a blockchain community should not  
be a low-level vendor management role, to  
be delegated to an IT procurement function. 
On the contrary, it is of long-term strategic 
importance, and needs executive-level 
representation that spans the interests of  
both a firm’s business and its IT communities. 

Conclusion

In principle, any cross-party business 
workflow has the potential to benefit from the 
transparency, cryptographic assurance and 
efficiency that a blockchain solution can provide. 
The theoretical advantages over incumbent 
processes have driven buoyant optimism for 
this technology, under which many evangelists 
predicted that 2018 would be the year for 
blockchain technology to enter widespread 
mainstream usage. Instead, we see friction on the 
adoption journey within financial services – with 
unanswered questions around governance as a 
fundamental source.

Firms who approach blockchain as a 
conventional software offering, to be outsourced 
to vendors, are likely to find themselves no better 
off than when using conventional transacting 
systems. To seize real advantages, they must look 
beyond technical aspects and actively engage 
with questions over how platforms are governed. 
Doing this effectively will see organisations 
accelerate their adoption journey and be well-
placed to seize business advantages in the 
financial infrastructure of tomorrow. 
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Towards sustainable governance 

Accepting that neither purely centralised  
or decentralised governance models appear 
to fit the ultimate needs of financial services 
stakeholders, the answer may lie somewhere 
between the two. 

We believe any viable governance model for 
blockchain in financial services will have the 
following features:

• Diverse representation of relevant 
stakeholders and interests in decision-making 
over the operation and evolution of  
the network

• Active engagement by stakeholders in  
the governance process 

• Checks and balances, such that no  
single interest group is in a position to  
assume unilateral control over key aspects  
of the platform

• Separation of operational vs. technical 
concerns

• Explicit recognition of incentives driving 
participation by all stakeholders

• Integration with relevant legal frameworks, 
such that financial participants enjoy 
protection of their interests through the  
legal system.  

Design of such a framework is likely to 
vary according to use case and technical 
characteristics of the blockchain solution. 
However, our illustrative model (below)  
illustrates one way in which such features  
may be implemented: 

• Discrete permissioning vs. technical authorities 
with clearly defined separation of concerns, 
and mechanisms to allow each to provide  
a check on the authority of the other

• Multiplicity of independent parties in each 
group of actors

• Formally-defined relationships between  
each group, ideally underpinned by traditional 
legal contracts.
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At BCS Consulting we only work with clients 
across financial services. Our portfolio includes 
a varied range of multinational and UK banks, 
smaller banks, insurance firms and payment 
and card companies. Across our 170+ strong 
team of permanent consultants, we have deep 
domain knowledge in Capital Markets, Retail 
and Corporate Banking, Risk and Finance.
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Managing Consultant
David.Lee@bcsconsulting.com

Matt Britton 
Director
Matthew.Britton@bcsconsulting.com

Gavin O’Rourke 
Managing Director
Gavin.O’Rourke@bcsconsulting.com
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